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Abstract

Microsoft Exchange® Server 2010 Unified Messaging forwards inbound fax calls to a
dedicated partner fax solution, which then establishes the fax call with the fax sender
and receives the fax on behalf of the UM-enabled user. The partner then sends the
fax included as a TIFF attachment in the SMTP message destined for the receiver’s
mailbox. This paper documents the deployment of Sagem Interstar’s XMediusFAX
Solution with Microsoft Exchange Server 2010 Unified Messaging in MSIT’s corporate
“dogfood” environment.

References and resources discussed here are listed at the end of this paper.
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Introduction

Fax and Exchange Server 2010 Unified Messaging

Microsoft Exchange Server 2010 Unified Messaging relies on certified partner fax
solutions for enhanced fax functionality such as outbound fax or fax routing. As a
result, Exchange 2010 Unified Messaging no longer receives fax media on behalf of
UM-enabled users but instead redirects incoming fax calls to a certified partner fax
solution, which receives the fax media and sends it to the recipient’s mailbox in the
form of an email message with the fax included as a TIFF attachment. The Unified
Messaging server then ensures that the final message delivered to the user is
identical with the fax messages generated by the Exchange 2007 UM. Partner fax
solutions must meet a set of specific requirements in order to interoperate with
Exchange 2010 UM (1). Hence, customers can obtain specialized fax features
provided by partner fax solutions, while users continue to receive and manage their
faxes created by the Exchange UM server and delivered to their unified mailboxes
together with their email and voice mail.

Sagem-Interstar’s XMediusFAX is a certified partner fax solution designed for
Exchange 2010 UM to deliver inbound fax while providing additional business critical
functionality. XMediusFAX, a software only fax server solution provides critical
capabilities such as outbound faxing, fax archiving, process automation and advanced
routing. XMediusFAX offers feature rich integration tools for application integration
and a complete suite of survivability options for Disaster Recovery, High-Availability
and remote branch offices. For more details on Sagem-Interstar’s products and
solution, please visit http://www.sagem-interstar.com/

Objectives

This document describes the pilot deployment of the new fax functionality in
Microsoft’s corporate dogfood environment. The sections that follow focus on the
deployment aspects as they relate to lighting up the fax functionality. For each of the
described system components, there will be other general basic requirements
necessary; this document examines only the fax-related aspects. The document is
aimed at messaging systems’ administrators and integrators, who will be deploying
Unified Messaging server role in an Exchange Server 2010 organization with a partner
fax solution. This paper assumes that the audience is already familiar with the
concepts of TCP/IP networks, Windows Server®, and the Active Directory® directory
service. A high-level understanding of the features and technologies included in
Exchange Server 2010 is also helpful. Detailed product information is available in the
Microsoft Exchange Server TechNet Library at http://technet.microsoft.com/en-
us/exchange/default.aspx.

October 29, 2009
© 2009 Microsoft Corporation. All rights reserved.
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Note: For security reasons, the sample names of forests, domains, organizations, and other
internal resources mentioned in this paper do not represent real resource names used within
Microsoft and are for illustration purposes only.
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Solution Overview

Fax Server Referral

Exchange 2010 Unified Messaging server brings together the telephony world and the
messaging world. In between the server and the PBX, there is a SIP Peer (such as a
media gateway), that translates the TDM traffic into an IP-based traffic, which the

UM server can understand. Fax calls rely on an additional component, i.e., a partner
fax solution. A general overview of a fax call handling by Exchange 2010 UM is shown
in Figure 1. When a fax signal reaches Exchange 2010 UM (light green arrow), the
server queries Active Directory to determine whether the intended recipient of the
call is provisioned for fax as well as to establish the SIP address of the partner fax
solution, where the call should be referred (purple arrow). After having verified
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Figure 1: Overview of the fax call referral between Exchange 2010 UM server and Sagem Interstar
XMediusFAX solution

these, the UM server issues the fax call referral request to the SIP Peer, which then
requests from the partner fax solution that the call be established (dark green
arrows). After successfully establishing the call, the fax sender sends the fax media to
the partner fax solution such as XMediusFAX (navy blue arrow). After the
transmission, partner fax solution sends an email containing the TIFF image of the fax
and special X-headers to the fax recipient via SMTP (yellow arrow). After the message

October 29, 2009
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is authenticated as a valid partner fax and UM mailbox assistant detects a partner fax
arrive in the user’s mailbox, it issues an RPC call to the UM server, which ensures that
the message’s properties match those of fax messages created by Exchange 2007 UM
(red arrow). Finally, UM sends the final fax message, as shown in Figure 2 to the
recipient’s mailbox via SMTP (yellow arrow). The details of fax call SIP signaling are

given in the Appendix.

/c_':!\ 8 o 0 a4 9 5 Fax from Administrator {1 Page) - Message (HTML) -8X
Message ©
1 2 ¥ Y L3 Move to Folder v || & Block Sender f5 Categorize ~ =)
- & —= |2 Create Rule &, safe Lists ~ ¥ FollowUp ~
Reply Reply Forward | Delete . Find
to All 2] Other Actions ~ - Not Junk (¥ Mark as Unread v
Respond Actions Junk E-mail ™ Options F
From: Microsoft Outlook on behalf of Administrator Sent: Mon 9/28/2009 10:32 AM
To: John Smith
Ca
Subject: Fax from Administrator {1 Page}
._f_]Message \ Q5147872135 (1 page] Fax Message.tif (78 KE)
-~
You received a fax from Administrator at 5147872135 T
Work:
Mobile:
E-mail:
v

Figure 2: An example Exchange 2010 UM fax message viewed using Outlook 2007
All fax messages are also by default searchable in the Outlook Fax Search folder, as

shown in Figure 3.

October 29, 2009
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Figure 3: Fax search folder as seen in Outlook 2010
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Solution Overview

Prerequisites and System Requirements

Here is the list of pre-requisite hardware and software to ensuring an integrated fax
experience.

Exchange Server 2010 running on Windows Server 2008 or Windows Server
R2.

Sagem-Interstar XMediusFAX release 6.5 licensed with “Exchange
Integration” activated. XMediusFAX supports Windows 2008/2003 32/64 bits.

VolP gateway. The gateway must be interoperable with Exchange 2010 UM
(1).

Administrator Rights. Administrator rights for Exchange 2010 UM and
XMediusFAX are required.

Network Access. The UM server needs to be able to receive calls from the
VolP gateway and redirect them to the fax server. The fax server must be
able to submit SMTP traffic to the Exchange Hub Transport (HT) Server. UM
and HT must be able to communicate.

Deployment Steps

Media Gateway

The media gateway (SIP Peer) used in joint deployment must be certified as
interoperable with Exchange UM (1). You must ensure that the newest version of the
firmware is installed on the gateway. In our deployment, we used Dialogic DMG2000,
whose firmware had to be upgraded to the newest available version (6.0.128) in
order to allow for the fax call referral. We also had to remember about configuring
the gateway to point to the IP of the DNS server to resolve the FQDN of the fax server
as shown in Error! Reference source not found..

iil!iigﬁfi‘"%E'EI’?“’!H

Oone

s

e Local e Pstecied Mode: OfF

Figure 4: Dialogic DMG 2000 DNS server configuration screen.

October 29, 2009
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Alternatively, configuring the UM server (described later in the document) with the
fax server’s IP rather than FQDN bypasses the need for the DNS configuration on the
gateway. The gateway was configured to detect the fax tone as shown in Figure .

L ol R =
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i
§
|
i
|
i
i

iiEziigﬁi;"‘;;'gg!*zws!r
E

ofalels]c ulg]a2 8|

Lol s Prtectes Mode: ot

Figure 5: DMG2000 fax tone detection configuration.

Corporate requirements on SMTP submission

Different enterprises may have different requirements with regards to SMTP
submission. If a mail server tries to submit mail to other server on the company’s
network, it must typically be a member of a special security group to allow it for
submission and relay using other servers (e.g., unauthenticated submission over port
25). The fax server was added to the Mail Servers security group for submissions on
the MS internal network. (2)

Corporate requirements on security policy

Corporate requirements also dictate the specific networking security policy. In MSIT’s
network, IPsec is applied to all traffic and hence specific messaging policies are
applied to Organizational Units and Security Groups in specific forests and domains.
The server hosting XMediusFAX had to be added to the Messaging OU to ensure that
the proper IPsec policy is applied to the server.

Firewall exceptions for fax media transmissions

Windows Firewall ports on the fax server must be configured to allow XMediusFAX to
receive the SIP signaling (configurable, most often TCP 5060) as well as fax media
which uses the ephemeral port range (UDP 49152-65535).

The solution of choice is to create a new Inbound firewall rule, type “Program”, that
allows the XMediusFAX Driver executable, located in:
%ProgramFiles%\XMediusFAX\Bin\XMFaxDriver.exe to accept all inbound
connections. The rule, once enabled is shown in Figure .

October 29, 2009
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* windows Firewall with Advanced Security

File Acton ‘iew Help
e zE= 3
B Ot s Name [ Acton [program ] Local ds.._ | Remote ads.__ | Potocol | Locai Porc ] Remote Port | Encbcs
R Connection Security Rules XMediusFAX Driver Allow SeProgramFil...  Any Any Any Any Any
!; Mornitoring OEI'I'S Peercaching (Co... Allow  System Any Any TCP 2178 Any Mo
OEITS Peercaching (RPC) Allow %eSystemRo...  Any Any TCP Dynami... Any Mo
OEI'I'S Peercaching (RP... Allow %SystemRo...  Any Any TCP RPCEn... Any Mo
OEITS Peercaching (W... Alow %SystemRo...  Any Local thet uop 3702 Any Mo
0COM+ Metwork Acce... Allow %esystemroo...  Any Any TCP 135 Any Mo
@Cora MNetworking - De... Allow  System Any Any ICMPVE  Any Any Yes
@Cora Networking - De... Allow  System Any Any ICMPv4  Any Any Yes
@Cura Networking - Dy... Allow %SystemRo...  Any Any UDP 68 67 Yes
@Cnre Networking -In... Allow  System Any Any IGMP Any Any Yes
@Cora Networking - IP... Allow System Any Any IPvE Any Any Yes
@Cora MNetworking -M... Allow  System Any Local subnet ICMPVE  Any Any Yes
@Cora Networking -M... Allow  System Any Local subnet ICMPv6  Any Any Yes
@Cura Networking - M...  Allow System Any Local subnet ICMPvE  Any Any Yes
@Cnre Networking -M... Allow  System Any Local subnet ICMPVE  Any Any Yes
@Cora Networking - Ne... Allow System Any Any ICMPvE  Any Any Yes

Figure 6: Windows 2008 Firewall Inbound rule for XMediusFAX.

XMediusFAX Configuration

The full XMediusFAX deployment and configuration instructions are given in the
Installation and Administration guides (3). This section describes the specific aspects
of XMediusFAX integration with Exchange 2010 UM. Note that it is possible that the
following configurations have been completed through the First Time Setup Wizard
which runs immediately after the installation of XMediusFAX. Therefore the following
steps may simply require that existing configurations are correct for your
environment.

First, a special “Exchange UM Routing” rule must be added to the Incoming Routing
Table to allow XMediusFAX to accept fax calls redirected from the UM server. To add
it, we accessed the XMediusFAX Administrative MMC the Incoming Routing Table
node which is available under the Configuration section of our Site (PIONEER) as
shown in Error! Reference source not found. and used the “Add Exchange UM Rule”
button. The Routing Table Entry Properties that pops up as shown in Error! Reference
source not found. are then validated by clicking OK.

October 29, 2009
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Tl XMediusFAX - [XMediusFAX\Sites\PIONEER] i =] B4

File Action \View Help

L EEEN EREEE

(] ¥MediusFAX
= df sites
= b
= r‘.;. Configuration
T General Settings

PIONEER

MName
ijonﬁguraﬁon

@Monimr

Administrators

82 Internal Users

£ Profiles

5 Profile Lookup Table
@ Cover Sheets

IFE Incoming Routing Table

Biling Groups
Phone Mumber Restriction
A Notification Destinations
£ mail Notification Profiles
@ Monitor
= r.j System Configuration

d"ed Hosts
[ Directories Integration
2 site Lookup Table
IDE Incoming Routing Table
U] LR Table
4|4 Load Balandng
Modification Table
Administrators
@ Deletion Policy
|~ Web Reports
5| General Settings

-@‘P- Sharing

= @ System Monitor

@ Inbound History
@ Qutbound History
p= Outgoing Queue
Services Status
$% LogFiles

& Channels

1] | Bl

Figure 7 XMediusFAX Administrative MMC

Routing Table Entry Properties 5[

Routing

If the system receives a redirected fax from the Exchange UM, this rule wil
route the fax to the redpient identified by the UM,

[ If this routing entry matches, continue processing the routing table

OK I Cancel

Figure 8: UM Routing Table Entry

Second, XMediusFAX must be configured with an SMTP relay to submit the emails to.
To do this, we selected our Host name in the Hosts group of the XMediusFAX
Configuration Panel and accessed SMTP Gateway’s Properties as shown in Figure . In
the Mail Delivery Method section of the SMTP Gateway Properties dialog, we

October 29, 2009
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selected the “Relay to an SMTP Server” option and entered the name of our Hub
Transport Exchange server in the Host Name field as shown in Figure

SMTP Gateway Properties x|

Gateway Settings | Clent Sites |

r~Fax Domains

(ol Accept Faxes Sent To Any Domain
¢~ Only Accept Faxes Sent To These Domains

Authorized Fax Damains

Domain | Add

Remove

i

Properties

—Mail Delivery Method

™ Use DNS Lookup
% Relay to an SMTP Server

Host Mame: I ht03.pioneer. microsoft, com

[ Use Authentication

Wser: Mame:

Fassyyord; I

Confitrm Passyord:

i~ Logging
Log Size {MB): I 20
Information Logging Level: IInfDrmation Vl

[¥ Enable Log Archiving

Archive Retention {in days): I 15

|

Figure 9: SMTP Gateway configuration node

Third, the Mail Notification Profile must be configured under the Site’s configuration.
In the Exchange Integration section of the Notification Options tab of the Profile,
shown in Figure , we selected Generate Exchange UM Message Format for Inbound
Faxes Redirected from Exchange UM to ensure that the messages coming from
XMediusFAX are properly formatted for the UM server.

October 29, 2009
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Mail Notification Profile Properties x|

Motification Options |Ouﬁ30und Success I Outbound Failure | Broadmstl Inbound Success I Inbound FailLﬂ_’I
—Motification Options

Profile Name: I Basic
Message Body Format: IText 'l
Attachment: TIFF =

Outbound Attachment Name: I @@Transactionld

Inbound Attachment Name: I @@Transactionld

I Use DSN compliant SMTP mail notifications (RFC 1894)

—Exchange Integration
[ Enable Use of Customized Outlook Forms

¥ Generate Exchange UM Message Format for Inbound Faxes Redirected from Exchange UM

—Language Options
Locale IEninsh (United States) j

Ok I Cancel

Figure 10: Notification Profile

Finally, you must define the site for all users since XMediusFAX must associate a Site
and a Profile for every user. To do this, in the XMediusFAX administration interface,
we access the Site Lookup Table node under System Configuration and edited the
existing Site lookup rule, changing it to "Use This Site" and choosing the XMediusFAX
site as shown in Figure .

Note: This setting change allows anybody to send and receive faxes through the
XMediusFAX system. There are several ways to control users within XMediusFAX,
please consult the Administration guide for more information.

Site Lookup Rule Properties x|

—Site

Rule Type:

Site: |PIONEER =l

—Conditions

Conditions

Attribute | Relation | Value | Add

Remove

Properties

i

O I Cancel

Figure 11: User to Site mapping table

October 29, 2009
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Exchange Unified Messaging Configuration

To configure the Exchange 2010 Unified Messaging server for interoperability with
XMediusFAX, you must do exactly two changes on your Exchange servers: first,
enable fax on UMMailboxPolicy; second, set an authentication mechanism between
UM and Partner.

First, we enabled fax on the UMMailboxPolicy via Exchange Management Console by
accessing the selected UMMailboxPolicy object under the Organization’s Unified
Messaging Configuration. The “Allow inbound faxes” attribute on UMMailboxPolicy
was enabled and the Partner Fax server URI entered as shown in Figure .

PIONEER UM Mailbox Policy Properties

General | tezzage Text I Pl F'u:uliu:iesl Dialing Restrictions I Protected Yaoice Mail I

e | IF'IEINEEH LIt Mailbox Policy

Agzociated UM dial plarn:  DP
M odified: Tuesday, dugust 25, 2009 2:22:37 PM

I aRirurm greeting duration [minutes]; IE

v Allow mizzed call notifications
v allow Message Waiting Indicator
v Allow inbound faxes

Partner fax zerer LRI

Isip:fa:-:.micrcus':uft.l:-:um:EEIEEI;transpl:urt=t|:p
[Examples: zip:faxn3.eng. contozo.com: BOG0;rans port=tcp,
giperfa. ik litware. com: 5061 tranzpart=tls]

v Allow Vaice Mail Preview

v allow Outlook Voice Access

v Allow Play on Phone

¥ allow uzers to configure call answering ules

] 4 I Cancel Spply Help

Figure 12: UMMailboxPolicy settings

Second, the UM server must be able to authenticate the origin of the messages
claiming to be coming from partner fax solution. Since XMediusFAX is deployed
within the corporate perimeter and is therefore trusted, we decided to use a Receive
Connector on the corporate Hub Transport server to ensure trust relationship
between the UM server and the Partner, specifically an externally secured, IP-based
Receive Connector allowing the traffic from XMediusFAX to enter Exchange as
authenticated. On one of the Hub Transport servers (the same one as the SMTP relay

October 29, 2009
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server selected in XMediusFAX above), under the Server Configuration in ECP, we
created a “New Receive Connector” as shown in Figure .

8 Exchange Management Console =] S|
File Action Wiew Help
a5 =
2] Microsoft Exchange [&: Hub Transport 1 object JETCIE
= [ pierosof Exchange On-remises (425" =52, R —— .
) 2] Organization Configuration 1 pe————— <]
4 Mailbax Mo ki | = Export List...
o Clent Access L1 Goneral | Natwork | Authentication | Pemission Groups | 2808 TT3ein i ,
|54 Hub Transport: [ a
- & a
iy Unified Messaging ) @] Refresh
B § Server Configuration . [PrnestFa
2, Mallbox @ ree
5 Client Access Comector status:  Enabled -
5 Hub Transpork
Zln Unified Messaging Modified Tugsday, August 25, 2009 2:34:39 PM 4367R8-C23
£ 2 Recipient Configuration G Manage Maibox Role
24 Malbox 4 Protocol logging level [P ——r 2| 2 Manage Client Access Role
2, Distribution Group - .
21 Mall Contact 4 Specify the FADN this connector wil provide in 1esponss to HELO of EHLO 3 objects | = Manage Unified Messaging Role
ﬂ Discannected Maiksox Rece |03 pionsermicrsoftcom £@ Manage Diagnostic Logging Properti...
I:'WE Request ——  [Exampleimal contoso.am) .
& Toolbox y [ "2) Mew Receive Connector...
It Masimum message size (KB): 10240]
#3; Froperties
&5
sl H rep
= 0K | Cancel Apply Help
N — i

Figure 13: Creating a Fax Receive Connector

The Fax Receive Connector uses all available local interfaces to receive mail and is
configured to receive the mail directly from the fax server’s IP. For authentication, it
relies on “Externally Secured” authentication method as it is a trusted server within
the company’s perimeter. Permission Groups on this connector are set to Exchange
Servers and Partners.

Alternatively to the Ul-based setup, both the UMMailboxPolicy and the
ReceiveConnector can be configured to accommodate faxing as follows:

[PS] D:\> Set-UMMailboxPolicy -Name <PolicyName> -AllowFax
$true -FaxServerURI <Fax Server URI>

[PS] D:\> New-ReceiveConnector -Name <ConnectorName> -Bindings
"0.0.0.0:25" -RemoteIPRanges <FaxServerIPRange> -AuthMechanism
ExternalAuthoritative -PermissionGroups
ExchangeServers,Partners

Where:
e <PoTl1icyName> is the name of the UMMailboxPolicy object;

e <FaxServerURI> is the URI of the partner fax solution, for example
“sip:fax.microsoft.com:5060;transport=tcp”;

e <ConnectorName> is the name for this ReceiveConnector object;

October 29, 2009
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e <FaxServerIPRange> isIP address range of the host(s) where the

XMediusFAX SMTP Gateway is running

October 29, 2009
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Fax Server Referral

The users should expect to see the faxes turn up in their mailboxes like before, with
Exchange 2007 UM. An example fax produced with Exchange 2010 Unified Messaging
and XMediusFAX is shown in Outlook 2010 in Error! Reference source not found. and
is shown in Outlook Web App 2010 in Figure 1.

#3 exch-h-999 - Remote Desktop

"~ Jane Willioms - Outiook - Windows

G - & rmimaboniomamono Sl ettt | ¢\ x [ 2
W B @ ene Wikams - Oulock [ | BB -~ Jroms ok~
Gutlook Web App e Wil

b w w
e Biie] e IR =

-
Arrange by: Oote - feesonts - Fax from David Smith (1 Page)

YT r— 4 @) Mecrosoft Outlook on behaF of David Smith [dsmith@contoso.com] 0 aawns- n
5153695913 Thy7/30 o !

To:

{3 Varce Ml from Arcrymous Caler (1 second) i

prsiae Wl Attachments: (] 40660 (1 page) Fa Message tF (62 K8
8, Fax from David Seith (1 Pge) ® This type of massage isnt fuly supported in Canversation mods. Chick he
- Davd Sekh wed 7129
P serch Foders A e ———T - You received a fax from David Smith at 40660

By Fax from Anorymous Caler (1 Page)

Aronymous Caler

- Mail 57069425 (4 seconds) ¢

™ Calendar
i Exchange Unfied Messagng

S
8] contacts Microsat Outiook wed 7/29

) Tasks

Dane. Vin L Local ntranet | Protected Mode: OFf Hioow -

Figure 1: Example Exchange 2010 UM fax message as viewed in OWA 2010

Troubleshooting Tips
Deployment of Exchange 2010 UM with a partner fax solution such as Sagem-

Interstar’s XMediusFAX is not complex, however it is recommended to remember the
following:

1. Ensure proper network connectivity between the SIP Peer and the partner fax
solution.

2. Ensure that appropriate ports on the SIP Peer (Media Gateway) for fax
transmission are open (UDP 49152-65535) and firewall rules are set
accordingly

3. Ensure that that the UM user’s mailbox has been set up correctly; ensure that
voice mails left for the user appear in the user’s inbox.

4. Ensure that Exchange Mailbox Assistant and Exchange Hub Transport services
are started and running properly.

5. Ensure that you are using Exchange Server 2010 Build 14.00.0544.000 or
later.

6. Ensure that the FaxServerURI attribute in UMMailboxPolicy points to the
correctly set up partner fax solution.
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7. Collect network captures to ensure that fax call is being transferred by
Exchange 2010 UM. Verify that in response to SIP Invite message from the SIP
Peer, UM is sending a REFER message containing “Referred-by” header.

8. If the faxes appear as unformatted regular emails in the users’ inbox, then
first check the headers of the message and determine if the Content-Class
header contains “unauthenticated” as one of its values. If that is the case,
then create a new Exchange Transport receive connector which specifically
allows the fax partner (described in the Setup Instructions).
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Appendix

Fax Call Referral Methods

Exchange 2010

An incoming fax call can be signaled to Exchange 2010 UM via either SIP re-INVITE
from the SIP Peer (media gateway), CNG notification by the SIP Peer or CNG detection
by the UM server. The following subsections detail the fax call referral in each case.

Re-INVITE from SIP Peer

The call flow in this scenario proceeds as shown in Figure 15 below.

Partner Fax g Exchange 2010

Solution SIP Peer Unified Messaging
I I

—@

:< 200 OK

INVITE (voice)

2-way RTP data flow

N
> .
Incoming FAX :< INVITE (fax) >:
~ <:> L (3
I@zoo OK (@
I\

=sendonl |
y) 7

REFER (fax endpoint
INVITE (fax) @k ( point) @4

[ 200 OK
| 2=Way media data flow (T.38 or RTP) _ | |
)

e oI EE e e R >,

Figure 2: Exchange 2010 UM fax call referral when the incoming fax is indicated with a re-INVITE.

An inbound call to a UM pilot number is directed to UM as an INVITE with a voice
(RTP/audio) SDP profile (1). UM accepts the invitation and media streams are
established. After the call has been established, fax transmission is initiated by the
caller (2). The SIP peer detects the calling fax tone (CNG). The SIP Peer issues a re-
INVITE to the UM server, this time specifying a fax (T.38 or G.711) profile in the SDP
(3). UM responds to the invitation with a 200 OK that places the SIP Peer “on hold”
(4). UM issues a REFER, referring the SIP Peer to a Fax Partner Solution endpoint,
obtained from its configuration data (5). The SIP Peer sends the fax session INVITE to
the Fax Partner Solution (6). The Fax Partner Solution accepts the invitation, and a
media session is established with the SIP Peer.
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CNG Notification by SIP Peer

The call flow in this scenario proceeds as shown in Figure 16 below.

Partner Fax @ Exchange 2010

Solution SIP Peer Unified Messaging
I I _ I
INVITE (voice)
—® '
I 200 OK |
& (S |
> | 2-wayRTPdataflow -

L REFER (fax endpoint) @_l
INVITE (fax) @I I
200 OK | I

6 > I
| 2-way media data flow (T.38 or RTP) _ | |
STt > '

I

I

I

l <§‘§’ Incoming FAX

| )Q} M CNG notification (RTP) |
| O 8
I

I

|

Figure 3: Fax call referral after CNG notification.

In this profile, first an inbound call to a UM pilot number is directed to UM as an
INVITE with a voice (RTP/audio) SDP profile (1). UM accepts the invitation and media
streams are established. After the call has been established, fax transmission is
initiated by the caller (2). The SIP peer detects the calling fax tone (CNG).The SIP Peer
notifies the UM server of the fax by sending a CNG notification in the RTP stream,
compliant with RFC 4733 (3). UM responds to the notification by immediately issuing
a REFER and thus referring the SIP Peer to a Fax Partner Solution endpoint, obtained
from its configuration data (4). The SIP Peer sends the fax session INVITE to the Fax
Partner Solution (5). The Fax Partner Solution accepts the invitation (6), and a media
session is established with the SIP Peer.
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CNG Detection by UM server

The call flow in this scenario proceeds as shown in Figure 17 below.

Partner Fax @ Exchange 2010

Solution SIP Peer Unified Messaging
I I _ I
INVITE (voice)
RO '
200 OK I
Q b= 2-way RTP data flow =

,,,,,,,,,,,,,,,,,,,,,,,,,,, =

REFER (fax endpoint
INVITE (fax) @I |
I 200 OK I

I
r@ = |
|< -Way media data flow (T.38 or RTP) |
)

Figure 4: Fax call referral after CNG detection by UM server.

In this scenario, first, an inbound call to a UM pilot number is directed to UM as an
INVITE with a voice (RTP/audio) SDP profile. UM accepts the invitation and media
streams are established (1). After the call has been established, fax transmission is
initiated by the caller (2). The UM server detects fax (CNG) tone in the RTP audio
stream1 (3). UM responds to the notification by immediately issuing a REFER and thus
referring the SIP Peer to a Fax Partner Solution endpoint, obtained from its
configuration data (4). The SIP Peer sends the fax session INVITE to the Fax Partner
Solution (5). The Fax Partner Solution accepts the invitation (6), and a media session
is established with the SIP Peer.

I

I

I

[ &7 Incoming FAX

| %I Fax tone detection |
| =)

I

|

! By default, Exchange UM servers do not check for fax tone in audio: each must be configured to do so.
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